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Connecting the Security and Safety approaches

EffectsCauses

Reduce the Likelihood of 
Occurrences in Aviation caused by 
Intentional Acts by Threat Actors

Reduce the Severity   and 
Probability of   Safety Effects on 

Aviation Systems

SafetySecurity System-of-Systems
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The boundary is blurring

Cyber Threat Actors have no physical borders
Cybersecurity attacks per year is a six figures number… 

Threat Actors have an easy access to resources + costs decrease

“Today’s security threats, including cybersecurity, blur
the traditional divide between the two approaches.”

Why?

The reduction of the causes alone is not the best option
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The Swiss Cheese Model

Safety
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Comparing Safety and Security 

SAFETY SECURITY

VS

The notion of 

INTENT

“Swiss Cheese Model” 

representation 
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The Swiss Cheese Model

SafetySecurity
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Relationship between Causes & Effects

Causes
Effects 

on 
safety

Particular Risks

(System) Failures

(Human) Errors

Intentional Interactions
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Security Risk Assessment

Security for safety

Risk Assessment

Purpose is to evaluate the security risk on an 
aircraft or system facing unauthorized interaction, 

having a safety impact
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Similar approaches. Safety RA is based on statistical
analysis, whereas Security RA is based on a qualitative
analysis of the threats.

“Likelihood” becomes “Level of the Threat” which gives an 
idea of the “Difficulty of Attack”.

→ Preparation Means
→ Window of opportunity 
→ Execution Means

Security vs Safety Risk Assessment

Main 
Elements
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Let’s start with the Safety Risk assessment matrix 

Background - Safety Risk Acceptability Matrix

Risk Level SEVERITY

LIKELIHOOD
No Effect Minor Major Hazardous Catastrophic

Frequent Acceptable Unacceptable

Probable

Remote

Extremely
Remote

Extremely
Improbable (10-9)
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Risk Level Threat Condition Severity of Effect

Threat Scenario 
Likelihood

No Effect Minor Major Hazardous Catastrophic

Frequent Acceptable Unacceptable

Probable

Remote

Extremely
Remote

Extremely
Improbable (10-9)

Acceptable*

Level of 
Threat

Very High

High

Moderate

Low

Extremely Low

Security Risk Acceptability Matrix

Overall effectiveness 

of Security Measures 

must be increased…

…and so does the difficulty

What about the severity of the effect  
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Risk Level Threat Condition Severity of Effect

Threat Scenario 
Likelihood

No Effect Minor Major Hazardous Catastrophic

Frequent Acceptable Unacceptable

Probable

Remote

Extremely
Remote

Extremely
Improbable (10-9)

Acceptable*

Level of 
Threat

Very High

High

Moderate

Low

Extremely Low

Security Risk Acceptability Matrix

To work on this 

dimension the aircraft 

architecture shall be 

modified….

…so, the earlier the Security Assessment is carried 
out the better it is, as some mitigations can be 
introduced in the design phase with less effort

What about the severity of the effect  



13

Security Risk Assessment is not Stable

Special equipment 
which requires a 
substantial amount of 
resources to assemble 
(time above half a 
year or money above 
$100.000).

Before 2013
Around 100K€

2016 
20.000€

2020 
500€ on Alibaba
DIY for 10€

The fabulous case of the IMSI Catcher
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Thank you for your attention!

Questions?


