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Implementation Plan

Captures actions and initiatives that need to be 
developed for a strategy implementation



3

European Plan for Aviation Safety

Strategy for Cybersecurity in Aviation - Safety Prom. Task SPT.071

Define all the actions/activities required to
reduce/mitigate the aviation cyber risks.

Objective
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The plan includes actions in the following areas: 

Elements of the implementation plan

Coordination Capacity 
Building

Technical Regulatory
Standards & 

Methods

7 actions 7 actions 4 actions 4 actions 2 actions
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European Centre for Cybersecurity
in Aviation (Pilot Phase)
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Info sharing, collab. needs & policies

Develop a EU Reg. for Aeronautical Information 
System Security (Part-AISS)

Awareness for professionals

Training for  executives

Evaluate need for regulating cyber-incident 
response & recovery capabilities

Discuss ongoing cybersecurity research activities 
and consider outcomes for improvements

Define Key
Learning Objectives

2018 2019 2020 2021 2022 2023 2024 2025

ESCP

Aviation Organisations
ECCSA operational

ESCP EASA and EC

EASA, EC and ESCP

Aviation Organisations and ECSCG

Common criteria for Risk 
Management

ESCP EASA and EC

Aviation Organisations

Aviation Organisations

EASA and EC
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Introduce in the CSs and AMCs cybersecurity provisions
covering initial and continuing airworthiness

Regulates

Implement an ISMSImplement an ISMS (voluntary)

Aviation Organisations

Coordination for Aviation Cybersecurity Requirements and Oversight 1

EASA and EC
NAAs awareness campaign

Encourage universities and aviat. stakeholders to include 
cybersecurity in the syllabus of courses and training.

Built-in security practices - related researches

Define Trans-organizational 
resilience targets & service levels

Define objectives for a shared trans-organizational 
risk assessment

Develop AMCs and GMs for Part-AISS

Finalise Industry Standards under development and advice for new needed guidance 2

Evaluate need for regulating cybersecurity objectives 
of interconnected systems and services

Support or develop research activities aimed at 
exploring safety and security interactions.

ESCP

ESCP EASA and EC

ESCP

ESCP
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Potential Rulemaking Task

Potential Rulemaking Task

Adopt Built-in security practices in sys. lifecycle

Aviation Industry

Implement cyber-incident response
& recovery plans for  operations

Aviation Organisations
May regulate

ESCP EASA and EC

STORM work stream STORM

Notes
1 – the task line represents multiple coordination 

initiatives
2 – the task line summarises all the Standards & 

Methods activities mentioned in the document

React to changes of the security 
environment and vuln. disclosure

Rule Making Task 648

Rule Making Task 720

Member States

Rule Making Task 720

Legend

Action item with an expected duration
Action item with an undefined duration
Relation between actions
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Develop a EU Reg. for Aeronautical Information
System Security (Part-AISS)

Evaluate need for regulating cyber-incident 
response & recovery capabilities

ESCP EASA and EC

Aviation Organisations and ECSCG

ESCP EASA and EC

EASA and EC

Re
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Introduce in the CSs and AMCs cybersecurity provisions
covering initial and continuing airworthiness

Regulates
Develop AMCs and GMs for Part-AISS

Finalise Industry Standards under development and advice for new needed guidance
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Rule Making Task 648

Rule Making Task 720 Rule Making Task 720

ESCP

Common criteria for Risk 
Management

Define objectives for a shared trans-organizational 
risk assessment

STORM work stream STORM

Implement an ISMS (voluntary)

Aviation OrganisationsCo
or
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Detailed view at some cross-cutting activities

Implement an ISMS

2020 2022
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Thank you for your attention!

Questions?


